call, {write, 2}, {ol, 2}

A(P=a07052319755819182)a] PLOOZ
=
._?; ADD _makedir
E i
O-: ADD S
. B (K 11,0=c)[d] RN -
= R g
E x@q_‘.c .-‘U_ "'\.'c- - i =
delete i b Q%kd-,.": o = pe:
— ) o L \.1'-?\‘\') = =
F @\}'\- \Q &1 \h :E. __-..
C(k 12.0="1f1 L N VRN = <
= | "y H:
Automated inference of state ¢ |:
Ii‘i | = g =
= w - (45}
jat ] =4 = L]
= = [ [ ]
: |: .machines with Statechum
=2 4 o
o
o
= " — Y . . ) . . e i
2 @m‘;— 2 ~/ REFI}Ijrlili E:ﬁt, iusg,&r]:ﬂhmggi Justamthing A
o = pa N oy . read, ["Witble ', 'Wobblea call, réad, -1
E (K 12,5=m[n] ¥ *O' "
Bt retrjevefile ADD Vi 41002
/ 1001
r

I g

K.Bogdanov

The University of Sheffield, UK":, |:
3 0 DEL = o/ O w -4;:%-%?) o, 1:’;% E:
E \ 2 / 2 5 T 8
g = / 5 by % iﬁ?
This work has been funded by EPSRC 3]

grants EP/C511883/1, EP/F065825/1.
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Statechum is a tool for model inference
using dynamic analysis, 1/3.

@)(53)

|L] tmp//home/kirill/expe

[ b

P1002

—0O
|

call, lock, {ok, locked}

e Given a collection of traces, it can
QSM-infer a corresponding FSM,

e Passively or

o Actively where decisions are
verified by generating and
running tests

call, unlock, {ok,unlocked}

P1001

e Can make use of domain-specific
constraints, {é B

e Using Typer or o0

|4 [l | [y

e USIiNg user-written automata or LTL formulae.

o ‘[ye1adim,.] ‘uul

[4]




Statechum is a tool for model inference

using dynamic analysis, 2/3.=

e Supports test generation

using W method

e Makes it possible to generate

ran
ran

e Gra

dom FSM and
dom walks from FSM.

Edit Source Refactor Navigate Search Project Run Window Help

{mifd @ | %~ O &~ Q- | F G~ Ef wlaTeX EaSVNRep.. #Debug EaCVSRep..
& v o Gov
[ Package & - Jujunit, = O|| [ WMethod java &
B &~
- i - public PTASequen ine computeNewT (Cmpver initialState, in
-
3 @LeamerGrathD( {
. . Set<Label> alphabet = coregraph.learnerCache.getAlphabet();
P [ LSolverjava 5t List<List<Label>> stateCover = coregraph.pathroutines.computeState
b [y LTL_to_ba.java 50C characterisationSet = computeWSet_reducedmemory(coregraph);if (che
b [} MergeStates java transitionCover = crossiWithSet(stateCover,alphabet);transitionCove
b [5} PairscoreComput: . . L
. K PTASequenceEngine engine = new PTA FSMStructure(coregraph,initials
P [ PathRoutines java SequenceSet partialPTA = engine.new SequenceSet();partialPTA.setlc
b [1y RandomPathGene partialPTA = partialPTA.cross(stateCover);
P[5} SootOracleSuppol
b [I, Transform java 62 partialPTA.cross(characterisationSet);
for(int i=0;i<-numberOfExtraStates;i++)
b [5} TransitionReceiver {

partialPTR = partialPTA.crossWithSet(alphabet);

b g statechurm.analysis partialPTA.cross(characterisationSet);

}
@ |

[£! Problems |[2, Declaration B Console 2
GDVisualDemo [Java Application] /usrflocalfsoft/jdkl.6.0_22/binfiava (17 Oct 2011 01:03:02)
Eu i & &

Loaded configuration file resources/graphLayout/kirill_home.xml

P i statechum.analysis.l
b i statechurm.analysis
P [ statechum.apps 64=
P > statechum.nterfac
< ff statechumn.model te:

b [5) PrefixFreeCollectic

< search

E=Ta

b [, PTA_computerrec || VIZ_CONFIG=kirill home, LTL2BA=/usr/local/bin/lt12ba
b 5 PTA_FSMStructure
P[5, PTAExploration jav
b [I, PTASequenceEng
b [ PTASequenceset.
a | - )

statechum.analysis learning.. java - XMachineTool_Apr/src 138M of 200M |

ph comparison experiments:

Fand f-measure
oo 02 04 08 08 10

0.4 0.6 1.0

W f-measure

0.8

Language-based f measure, using W

00 02 04 06 0B 10

T
1,20

T
1,120

T T
2,70 3,70
Mutation level States




Statechum is a tool for model inference
using dynamic analysis, 3/3.

labellingDemo A 0 (2/2)

C (K 12,0=")[f]

G (K 9,3=Kk)[K]

learner
applied to CVS
protocol.

appendfile

2 O a0 ADD_makedir 5 WA (P=2,0.7052319755819182)[a]
e Markov learner
. DI a B (K 11,0=d)[d]
vV.S. QSM passive  20.w0 e
§ —*
(1]
>
3
[1:]

REM_makedir

M DEL

e Green means new
to Markov,

e Red means new
to QSM,

a|iypuadde NIy

H (K 10,0=0)[0]

e Black edges are
matched.

1PauUu03sp

| (P=q,0.6586225242671574)[q] =
[»]




Locker - sample trace 5/33

Eshell V5.8 (abort with ~QG)

1> gen_server:start _link({local, mod under test}, locker,[56],[]).
{0k,<0.34.0>}

2> gen_server:call(mod under_test,read).

-1

3> gen_server:call(mod_under_test,lock).

{ok,locked}

4> gen_server:call(mod_under_test,{write,3}).| s, ccessful
{ok,3} calls

5> gen_server:call(mod_under test,unlock).
{ok,unlocked}

6> gen_server:call(mod_under _test,read).

3

7> gen server:call(mod under test,{write,3}). <<—Failure
=ERROR REPORT==== 16-0ct-2011::21:38:58 ===

** Generic server mod_under_test terminating

** Last message in was {write,3}

** When Server state == {unlocked,3}




A trace and the corresponding inputs/outputs

Eshell V5.8 (abort with ©~G)
1> gen_server:start_link({local, mod under test}, locker,[],[]).

{0k,<0.34.0>} {call, init, [], ok}
2> gen_server:call(mod _under _test,read). {call,read,[],

1 -1}
3> gen_server:call(mod _under_test,lock). {call,lock,[],
{ok,locked} {ok,locked}}
4> gen_server:call(mod_under test,{write,3}). {call,write,[3],
{ok,3} {ok,3}}
5> gen_server:call(mod_under test,unlock).  1call,unlock,[],
{ok,unlocked} {ok, unlocked}}
6> gen_server:call(mod_under_test,read). {call,read,[], 31
3

7> gen_server:call(mod _under test,{write,3}). icall,write,[3],
—ERROR REPORT==== 16-Oct-2011::21:38:58 === {ok,3}}

** Generic server mod_under _test terminating
** Last message in was {write,3}
** When Server state == {unlocked,3}



Prefix-tree automaton (PTA) of traces, 1/3. 7/33

init, read, |ock, write,3 unlock, read, write,3
ok

ok -1 ok ok ok 3
o—0—>0—0 > >0—>0——> |




Prefix-tree automaton (PTA) of traces, 2/3.

Lr\?u.{:/o utput Pairs

init, @ lock, write,3 unlock, read, write,3
ok ok ok ok 3 ok

0—0—0"—0 >0——>0—0—>[ |

\ / failin / ”J‘Zt-

Occertin Sta
S'(:AQ-Ee_s J 'Ef‘amsai-(:ion ce

If there is more than a single trace available,

init.  read, wkrite,3 init, read, read, lock,
k -1 O ok -1 -1 ok
0 —=0—0—] 50-—0—-—0 -9
W P —/
'Eruce_z -bra.c,e_?;,




Prefix-tree automaton (PTA) of traces, 3/3.

init, read, |ock, write,3 unlock, read, write,3
ok 3 ok

>0———0—>0—> |

/

af o re‘ec—t—
fail *;a | Sélo;te,
tran (tion




The idea of state-merging, 1/4 10/33

init, read, |ock, write,3 unlock, read, write,3
ok 3 ok




The idea of state-merging, 2/4

write,3 unlock, read, write,3
ok 3 ok

>0———0—>0——> |




The idea of state-merging, 3/4

write,3 unlock, read, write,3
ok ok 3 ok

>0——0—>0——>{"]




The idea of state-merging, 4/4

read,
-1

init, lock, write,3 unlock, read, write,3
OOkE g gok o ok ok 3 ok
>@ >0—>0——>{-]

e Merged automaton accepts more traces than the
original

init, lock, write,3

ok
H‘%‘ oK >@) <—a new ‘(:rac,e,

useful as o +est

e Decisions to merge states are based on behaviour
of those states.




learner configuration 14/33
config erlangSourceFile /home/kirill/experiment/) module

statechum_tutorial Nov_4/locker.erl file labels are
config labelKind LABEL ERLANG < Erlang
config erlangModuleName locker < module
+[ [ {'init',[],'0k'},{'call','read',-1}, name
{'call','lock’,{ok,locked}},
{'call',{write,3},{0k,3}}, traces
{'call','unlock',{ok,unlocked}},{'call','read",3}]

]

Traces are given in the form of

__+ [tracell, tracel2, tracel3 ... ],
positive —> -l trace21, trace22, trace23 ...],

% +[ trace31, trace32, trace33 ...

Where each trace ha¢ndle_ca||

is a list of labels [{ 'CaII','r%ad',-} b
input  output



Finally, the demo

StateChum

StateChum

Load a trace file

Load an Erlang Module

runs th e I earner € | runaosmwitn te Enang Auto-Answer wrapper |

[home/kirillfexperiment/statechum_futorial Nov 4flockerTraces.txd = & | %

Trace file name:  fhome/Kirill/ experiment/ statechum_tutorial_Mov_4/lockerTraces.txt
Module file:

Traces found: 1 {1 pos, 0 neq)

Alphabet:

{iniy[], 0k}

{call,read,-1}

{call,lock, {ok,locked}}

{call, jwrite,3},{ok,3}}
{call,unloclk, {ol,unloclked}}
{call,read, 3}

| Run OSM in manual mode |




The outcome of learning

r tmp//home/kirillfexperiment/statechum_tutorial Nov 4flockerTraces.txt 57 (19/19)

call, read, -1

G call, unlock, {ok,unlocked}
’(Ppmua

nit, ], ok call, lock, {ok,locked)

8 call, read, 3 c;irl, fead, 3
2 @:all,unlock, {ok,unlocked} @
8—— 010 P1009 |—
3 =
— g‘.) ] [ D
'g_d Asked erlang about {init, [],0k}{init, [1,0k}

i and the answer is TRACE_FAIL: {init, [],0k}{init, [],0k}
4‘3 ¢ Asked erlang about {init, [] ,ok}{call, read ,-1}{call, read ,-1}
é’ q&_’ and the answer is TRACE OK: {init, [] ,ok}{call, read ,-1}

{call, read ,-1}



Graph window via Jung

current graph— nr of graphs

tmp//home/kirill/experiment/statechum_tutorial Nov_ 4flockerTraces.txt 21 (17/19)

trace name —  «all, read, -1 B

init, [1, ok call, lock, {ok,locked] call, unlock, {ok,unlocked} ‘

loads/stores 2 2
terminate Escape . -
the current step z z
previous Up - o
arrangement | we  3graph . # :
negatives F - = 1
Of nOd eS \ J savelayout F2 -y
loadLayout F3 ~
Sto reS /,.? saveWindows F4 w P1d
. — call, unlo¢| loadPreviousLayout F9 d, 3
Wlndow pick Fi1 P1010
.. 019 transform F12
pOS|t|0n Coverage call, uniock, {uk,un'IDC'lliE
. Coverage Comparison m
a n d S | Ze All suffixes coverage :_:
All suffixes coverage comparison ?;
Mo coverage display :;I.
P1018 P1011 |~
Kl i [ 1»]

In the above graph, negative state is not shown (default).



Importance of negative traces 18/33

this prevents tle learner
QlOCk,/ £com crea{;‘ma 'H\e, \oa[a
ok

init, | read, lock,  write,3 unlock, read, write,3
ok 3 ok

sg lock, write,3
ok ok >‘_




Learner - manual mode

tmp/beinglearnt_init (2/2)
{:}‘PHOQL M W’PlOUS

/7‘ init, M call, read, -1 call, lock, {oklocked)
these™ ’g‘_ )
states are considered s )

for a merger ~

_?T

call, read, 3 call, unlock, {ok,unlocked} S

Oroos — @700 P1004
(4] I | Irll

Valid input string?

7

Click on the first non-accepting element below

233::23 «<€—eXists in a supplied trace

Accept + LTL IFTHEN IGWORE QUESTION MARK AS INCOMPATIELE Add trace
T " 7 A
accept the / /
whole trace

add domain-specific Added for Erlang to add

reject the second  knowledge positive/negative traces

'Init' call



Naughty trace file 20/33

init, lock, read,
00ps

.ok 'ok ® D

/home/kirillfexperiment/statechum_tutorial Nov_4/lockerSimpleTra — & X

Trace file name: [home/Kirill/ experiment/ statechum_tutorial_Nov_4/lockersSimpleTraces.txt

Module file:

Traces found: 1 (0 pos, 1 neq)
Alphabet:

{init,[], 0l

{call,lock, {ok,locked}}

{call,read,oops}

Run Q5M in manual mode

Run O5M with the Erlang Auto-Answer wrapper




Let's infer from these traces, 1/2

] tmp/fhome/kirillfexperiment/statechum_tutorial Nov_4/locke = & %

call, read, -1 call, read, -1
Q‘P&e@” Mmuz
init, [], ok call, lock, {ok,locked} —

|| I | 1]

Asked erlang about {call, read ,oops}

and the answer is TRACE FAIL: expected, got
{call, read ,o0ps} \l/

Asked erlang about {init, [] ,ok}{call, read ,-1}{call, read ,oops}

and the answer is TRACE DIFFERENTOUTPUT :

{init, [] ,ok}{call, read ,-1}{call, read ,-1}



Let's infer from these traces, 2/2
this time with reject-state visible.

call, read, oops

N1001

[4]

These have been generated
from the output of "typer".



Where typer is used 23/33

e Rather often, there is not enough traces,
Why not generate them randomly?

e \We do not have test data, but can use typer to obtain

data types.

(one can also use Quickcheck for this).

%% File: "locker.erl"

-spec init( ) -> {'ok',{'unlocked',-1}}.

-spec handle call('lock’

{'reply’,_{__}}.
-spec handle_call('lock’
{'reply’,_{_,_}}.

'read’

'read’

'unlock’

'unlock’

means "any type”

{'write', },{ ., }) ->

{'write', }, .{., }) >

-spec handle cast(_, ) -> {'noreply', } | {'stop','normal’,'stopped'}.
-spec terminate(_, ) -> 'ok’'.



Random alphabet generation
StateChum ][] [z Communication
module  pattern

StateChum

Load a trace file

Load an Erlang Module Module: locker
Eehaviour gen_server «8

Init values: Dependencies:

| v
[

possible

JustAnything 4’
arguments{E:]::zz::::].mm
to init

1|
4|

Alphabet

r' {call, lock ' JustAnythingA'} -
[call, lock ,[]}
{call, lock ,["WibbleA']}

{call, lock ,["Wibble A’ 'WobbleA']}
Jcall, read ,' JustAnythingA'}
{call, read ,[]}
e I emen tS Of (call, read ,'WibbleA]} -
‘1 {call, read ,["WibhleA","WobbleA']}
{call, unlock [ JustAnythingA'}
an a | h a bet (call, unlock ,[]}

p {call, unlock ,["WibbleA']}
{call, unlock ,["WibbleA',WobbleA']}
{call, fwrite, JustAnythingA'} " JustAnythingA'}

[call, {write," JustAnythingA'} ,[]}

{call, {write," JustAnythingA' ,["WibbleA']} Th e b U ttO n
[call, fwrite,"JustAnythingA" ,["Wibble A ,"Wobble A']}

{call, {write,[]} ' JustAnythingA'} to p re S S

4

4 icall, {write,[]} ,[I}

/%& Y - . !u;:t:r:al:e gener;n)H Close
handle_call” arguments to it




£ locker —| |l |&3
Alphabet

{call, lock ,'JustAnythingA'} |~ |
{call, lock ,[]}

{call, lock ,["WibbleA&']} L
{call, lock ,["Wibble&',"WobbleA']} I
{call, read ," JustAnything A"} | &
{call, read ,[]}

{call, read ,["WibbleA']}

{call, read ,["WibbleA'WobbleA']}

{call, unlock ' JustAnythingA'}

{call, unlock [T}

{call, unlock ,["WibbleA']}

{call, unlock ,['WibbleA',"Wobble&']}

{call, {write,"JustAnythingA"} ' JustAnythingA'}

{call, {write," JustAnythingA'} [}

{call, pwrite,' JustAnythingA'} ,["WibbleA']} =
[l fusewita Plonct Awvetbhiamen AP [PUANE I Bl AP PRI s b du b AFT]

Use output matching Include entire alphabet Produce |25 traces

Output file: fhome/Kirill/ experiment/statechum_tutorial_Nov_4/lockerRandomTraces.txt

Generation style: |Random {ength 3) =

/home/Kirillfexperiment/statechum_tutorial Nov_4/lockerRandomTr — | O X —

Trace file name: /Jhome/Kirill/experiment/statechum_tutorial_Mov_4 /lockerRandomTraces.txt

Module file:

Traces found: 82 (9 pos, 73 neq)

Alphabet:

T?F{", cast,["'WibbleA'],[]} -

F?FQ", call, jwrite,["WibbleA',"WobbleA'|},["WibbleA']}
{2FQ", call, jwrite,” JustAnythingA'L[1}

F?FQ’, cast,[],['Wibble A",'WobbleA']} |
{?FQ"iniL["WibbleA'], ok}

{?FQ, casy’ JustAnythingA',["WibbleA',"Wobble A']}
{?F (", cast[],normal}

?FQ, call,unlock, JustAnythingA'}

?2FQ, cast,” JustAnythingA',["WibbleA']}

{?FQ, cast’ JustAnythingA', [}

{?F 0", init,[], 0k}

F?FQ’, cast,["'Wibble A’ WobbleA'],["Wibble A’}

1]

| Run O5M in manual mode

| Run O5M with the Erlang Auto- Answer Wrapper




And the outcome of learning is ...

T tmp//home/kirillfexperiment/statechum_tutorial Nov_4/lockerRandomTraces.txt 108 (17/]1 — & *

call, read, -1

AQNDJ\ call, read, -1

init, JustAnythingA', ok

init, [[], ok call, lock, {ok,lockeq) P07
Init, ['WibbleA''"WobbleA' s I I -
init, [wibbiea] me o °%/ S this is what 'Any' type

[4]

i(‘ 0o
|4| - =] C)e

[ ]

... iIncomplete - no transition from P1007.

This Is because the length of traces was 3, we need
longer ones to discover the behavior of that state.



We could help the learner

by offering a new trace.

+ [[ {?F(),"init",[],'ok'},{?F(),'call','lock',{ok,locked} },
{?F(),'call','read',-1},{?F(),'call','unlock’,{ok,unlocked} },
{?F(),'call','read',-l}]]T

What a trace is loaded, this is replaced by
the prototype of the function.

¥ tmp//home/kKirillfexperiment/statechum_tutorial Nov 4flockerRandomTracesPlusOr (— | O] X

call, read,

F¥r1000

fnit, JustAnythingA', ok
Init, [], ok

fnit, [’WihhleA’,’WnbbleA’], ok
init, ['WibbleA'], ok

-1

call, unlock, {ok,unlocked}

call, read, -1

a
L v e

call, lock, {ok,locked}

P1007

1]

[4]

27/33



A more interesting type

-module(function?2).
-export([function/2]). :> %% File: "function2.erl"

function('a','b') -> 2;

function('c','d") -> 3. I I

function2

Module: function2
Behaviour: export

Init values: Dependencies:

Alphabet:

{function2:function/ 2, [a,b],2} . B
{function2:function/ 2, [a,d] ,2} Ca rteS I a n p rOd U Ct Of

{function2:function/ 2, [c,b] ,2} .

ffunction2:function/2, [cd] 2} pOSS| ble Va I ues |

Use for trace generation Close




-module(function2_any).
-export([function/2]).
function('a’,'b’) -> 2;
function('c','d"') -> 3;
function(_X, Y) -> 0.

%% File: "function2_any.erl"
%% -----mmmmmmmmmm -
-spec function(_ , )-> 0| 2| 3.

function2_any

Module: function2_any
Behaviour: export

Init values: Dependencies:

[ »
[ »

1]
1]

Alphabet:

[ »

{function2_any:function/ 2, ['JustAnythingA',' JustAnythingA4'] ,0}
{function?_any:function/ 2, ['JustAnythingA',[]] ,0}
{function2_any:function/ 2, ['JustAnythingA',["WibbleA']] ,0}
{function?_any:function/ 2, ["JustAnything A, ["Wibble A',"Wobble&']] ,0}
{function2_any:function/ 2, [[],'JustAnythingA'] ,0}
{function?_any:function/ 2, [[],[]] ,0}

{function2_any:function/ 2, [[,['WibbleA']] ,0}
{function?_any:function/ 2, [[],['WibbleA","WobbleA']] ,0}
{ffunction2_any:function/ 2, [['WibbleA'], JustAnythingA'] ,0}
{function?_any:function/ 2, [["WibbleA'],[]] ,0}
{function2_any:function/ 2, [['WibbleA'],['WibbleA']] ,0}
{function?_any:function/ 2, [["WibbleA'],['WibbleA","Wobble4']] ,0}
{function?_any:function/ 2, [["'WibbleA',WobbleA'],' JustAnything4'] ,0}
{function2_any:function/ 2, [[WibbleA',WobbleA'],[]],0}
{function?_any:function/ 2, [["'WibbleA',WobbleA"],"WibbleA']] ,0}
{functionZ2_any:function/ 2, [[WibbleA',WobbleA'],['WibbleA',WobbleA']] ,0}

1]

Ilca Far traro nanaratiam | | Claco



Graph difference, 1/3 29/33

Compare the outcome of learning of the two graphs,

T tmp//home/kirill/fexperiment/statechum_tutorial Nov_4flockerRandomTraces.txt 108 (17/]1 — O x

call, read, -1

call, read, -1

init, ‘JustAnythingA‘, ok
init, [], ok call, tock, tok,locked)
_in_it, [‘WibbleA‘,‘thbleA‘], ok

Init, ['WibbleA'], ok

P1007

[4]

14 i

call, read, -1 call, read, -1
: &TII, unlock, {ok,unlocked}
. o 663 P1007 |~
!"!t’ JustAnythingA', ok call, lock, {ok,locked}
Init, [], ol

fnft, [’WibbleA',’WnbhleA’], ok [
init, [’WibbleA’], ok




Graph difference, 2/3
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Graph difference, 3/3

labellingDemo A 0 (2/2)

b ADD ADD_makedir A (P=a,0.7052319755819182)[a]

B (K 11,0=d)[d]

e ADD

1Pauuoy asijeiiul

C (K 12,0=F)[f]

appendfile

alWeUss Qdv ADD _setfiletype

sliypuadde NIy

H (K 10,0=0)[0]

123Uu03sIp

| (P=q,0.6586225242671574)[q]

removed

G (K 9,3=K)[K]

REM_makedir

M DEL

€

Q
¢y

[4]




Installation 33/33

Available from statechum.sourceforge.net
Can be checked out from SVN.

Written mostly in Java, builds with Eclipse
(can also be built with Ant).

All libraries needed to run the examples
are included.

Other libraries include:
e C version of the backend for graph diff.
e SPIN modelchecker and Ibl2ba tool.
e Integration with the R tool.

e Yices SMT solver.
How to run is described in Visualiser.java



